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Purpose 

All information both at home and in the workplace, has some form of value and therefore needs to be 

protected against unauthorised exposure and disclosure. 

Consider online banking, you would want to ensure that the data sent between your device and the bank to 

be secure and not susceptible to interception. 

Over time, vulnerabilities in communication encryption methods are discovered and need to be updated or 

retired to ensure that the information is kept secure.  

Definitions 

Cipher An algorithm for performing encryption or decryption 

Encryption A method for disguising (or enciphering) information with a series of instructions 
Protocol Describes how the algorithms should be used to encrypt information 

SSL (Security Sockets Layers) is a standard security technology for establishing an 
encrypted link between a web server (covers web browsing, email, instant messaging 
and Voice over IP) and a client browser 

TLS (Transmission Layer Security) is the successor to SSL and performs the same 
functionality with more secure methods 

Vulnerability Is a weakness which allows an attacker to reduce a systems’ information assurance 
 

How can I find out what my Internet browser supports? 

There is a site (https://www.ssllabs.com/ssltest/viewMyClient.html) that offers a free test of your Internet 

browsers’ capabilities in terms of secure communications.  It also provides details as to whether the 

software is susceptible to known vulnerabilities. 

 

Further down the page, it lists the protocols (in Protocol Features) that are available to communicate with 

the web servers that you communicate with. 

 

 

 

 

https://www.ssllabs.com/ssltest/viewMyClient.html
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This displays in green the secure protocols that 

are available for use, black are available for use, 

and red display a protocol that is insecure. 

 

 

 

 

 

 

As well as protocols, there is also a list of ciphers, similarly to the protocols they are colour coded for ease of 

identification.  The top cipher suite in the list is solely for use with TLS 1.3 protocol, this can be easily 

identified by having no value on the right-hand side (that denotes the length of the encryption key) as 

random lengths are introduced for added security. 

 

How can I disable insecure or activate secure protocols? 

The heading may be misleading, you are not able to add or remove protocols and ciphers (as they are part of 
the computers Operating System), however, you can enable or disable them for use. 
 
There are two main options here that either involve changing settings in your Internet browser or make 
changes to your computers’ registry settings. 
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Microsoft Edge 
Unfortunately, due to the nature of Microsoft Edge you do not have 
the ability to change settings in relation to TLS natively in this 
browser; however, you can open a web page and then select from 
the three dots on the right hand side Open with Internet Explorer – 
this will allow you to then follow the steps below in the Internet 
Explorer section. 

Microsoft Internet Explorer 
On a Windows computer, change your Internet browser settings through Internet Explorer  
To access the Internet Explorer settings, either in your browser go to the cogs on the right-hand side of the 
window and then select Internet options, or search for Internet options in the search bar.  Please note the 
images below will be a little different on Windows 7 and Windows 10, but they are accessed in the same 
way. 
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Internet Options 

 
When the Internet Options window is open, navigate to 
the Advanced tab and scroll down to the Security  
section. 

Uncheck the Use TLS 1.0 and Use TLS 1.1.  You may need to allow TLS 1.1 if you encounter problems 
accessing some sites however it is not a long term option that is sustainable, as it will be removed from 
University services later in 2017. 
 
When you click Apply the settings will take effect after next rebooting your computer. 
 

Google Chrome 
On a computer, change your Internet browser settings through Google Chrome. 
To access the Chrome settings, in the address bar type: chrome://flags and you will be presented with a 
warning screen depicted below: 

 
Underneath this warning are all of the ‘experimental bits’, if you perform a search on the page for TLS. 
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In the Maximum TLS version enabled change the value to TLS 1.3 this will mean that as more services are 
able to make use of the latest security protocol, you computer will be already enabled to communicate this 
way.   
 
Google doesn’t have a native equivalent of a minimum version of TLS that is supports in these settings.   
 
If you are using a Windows computer, you can click on the three vertical dots in the top-right hand side of 
your Chrome window to access Settings (or you could type chrome://settings in your address bar) and scroll 
down to the bottom and select the hidden Advanced Settings. 
If you scroll down to the Network section and click Change proxy settings you will be presented with the 
same information as presented in the Internet Options section. 
 

Mozilla Firefox 
On a computer, change your Internet browser settings through Firefox. 
Please note: these changes will only affect the use of Firefox itself, the changes will not be reflected for all 
other Internet browsers on your computer. 
 
To access the Firefox settings, in the address bar type: about:config and you will be presented with a 
warning screen depicted below. 
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Click the accept the risk button and you will be presented with a long list of settings.  In the search bar type 
TLS, you will then be presented the options to change. 

 
The values are as follows: 

1 TLS 1.0 
2 TLS 1.1 
3 TLS 1.2 
4 TLS 1.3 

Double click the security.tls.version.max and in the dialogue box type 4 – this will provide the greatest 
longevity for your browser.  If you have recently installed Firefox, this value will already be set. 
 
Double click the security.tls.version.min and in the dialogue box type 3 – this will provide the greatest safe 
option for your browser at this point in time.  You may need to drop this value down to 2 if you encounter 
problems accessing some sites – but TLS 1.1 is not a long term option that is sustainable, as it will be 
removed from University services by the turn of the year. 
 
You should now see the status settings have changed from default to user defined. 
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These settings will now be applied after closing Firefox and restarting the application. 
 
Firefox also has the capability to manage the Cipher Suites that are available for use, if you change your 
search term to be SSL you will be presented with a long list of settings. 

 
Double click the security.ssl3.rsa_des_ede3_sha to change its value to false.  This change should be made as 
the cipher suite is weak in terms of its security. 
 
These settings will come into effect when your restart Firefox. 
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